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Executive Summary

Digital platforms enabled the disturbing rise of domestic 
extremism, culminating with the January 6 attack on the U.S. 
Capitol. Militia groups use social media networks to plan 
operations, recruit new members, and spread anti-democracy 

propaganda, a new Digital Citizens Alliance (Digital Citizens) and Coalition 
for a Safer Web (CSW) investigation has found.  

Taking a page from Jihadists, these extremist groups operate along the 
fringes of where platforms such as YouTube, Twitter, Facebook, and 
Instagram will let them. Federal prosecutors investigating the Capitol riot 
revealed how militia groups used social media platforms to coordinate 
and prepare for possible conflict with Antifa.1 But the joint Digital Citizens/
CSW investigation found the use of platforms goes well beyond tactical 
planning. Militias rely on the platforms to share their beliefs and ideology 
and recruit new members. The militias get a boost from their ideological 
simpatico with mis/disinformation groups like QAnon, which provides 
oxygen that militias use to fan the flames. 

The anti- government militia movement first emerged after the 1992 Ruby 
Ridge standoff, the 1993 Waco siege, and the Oklahoma City Bombing on 
April 19, 1995. After Oklahoma City, U.S. law enforcement cracked down 
on domestic terrorism and the militia movement. In 1996, the Southern 
Poverty Law Center (SPLC) reported 858 militia groups with up to 50,000 
active members.2 The 9/11 terrorist attacks shifted focus to global 
threats and led to a dormant period for militias. But domestic extremists 
such as the Proud Boys, the Boogaloo Bois, the Three Percenters, and 
the Oath Keepers have reinvigorated the movement – aided in large part 
by digital platforms. In 2020, according to research by The Washington 
Post, the number of domestic terrorism incidents in the United States 
had doubled from what it was in 1995.3 

https://www.thedailybeast.com/new-messages-suggest-oath-keepers-proud-boys-made-alliance-ahead-of-riots
https://www.thedailybeast.com/new-messages-suggest-oath-keepers-proud-boys-made-alliance-ahead-of-riots
https://www.chron.com/news/nation-world/article/Oklahoma-bombing-was-beginning-of-end-for-militias-1502125.php
https://www.chron.com/news/nation-world/article/Oklahoma-bombing-was-beginning-of-end-for-militias-1502125.php
https://www.washingtonpost.com/investigations/interactive/2021/domestic-terrorism-data/?utm_campaign=wp_post_most
https://www.washingtonpost.com/investigations/interactive/2021/domestic-terrorism-data/?utm_campaign=wp_post_most
https://www.chron.com/news/nation-world/article/Oklahoma-bombing-was-beginning-of-end-for-militias-1502125.php
https://www.chron.com/news/nation-world/article/Oklahoma-bombing-was-beginning-of-end-for-militias-1502125.php
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Digital platforms have allowed domestic extremists that peddle the 
possibility of violent action against a government they disagree with 
to hide in the shadows of the physical world while using the platforms 
to organize and recruit. Even Timothy McVeigh has found “new life” on 
social media. On April 19, 2017, Jeremy Christian of Portland posted on 
Facebook: “May all the Gods Bless Timothy McVeigh — a TRUE PATRIOT!!!” 
A little more than a month later, Christian slashed the throats of two men 
who defended two Muslim women that Christian had been harassing 
while on a commuter train.4 Christian would have been described as an 
outlier. However, post-January social media posts have to be viewed as 
possible precursors of violence.

The events of Jan. 6 also spotlight a gap in U.S. law: the lack of penalties 
for acts termed “domestic terrorism.” While what amounts to domestic 
terrorism is defined by federal law, there are currently no specific penalties 
for engaging in it. Because of that gap, the actors who engage in violent 
acts designed to intimidate or coerce a civilian population, influence the 
policy of government by intimidation or coercion, or affect the conduct of 
a government by mass destruction, assassination, or kidnapping are not 
charged as domestic terrorists.5

It is not a coincidence that Digital Citizens and CSW published this report on 
April 19. It’s become a symbolic day for many in the militia movement. It’s the 
date of the disastrous finale of the Waco stand-off, where a fire engulfed 
the Branch Davidian compound and led to the deaths of 76 women, men, 
and children. Two years later, McVeigh chose April 19 to detonate a truck 
bomb outside an Oklahoma City federal building, killing 168 people.6

More than two decades later, America must confront a domestic 
extremism crisis. That starts with understanding the motivations, strategy, 
and tactics of domestic extremists such as Proud Boys, Oath Keepers, 
Three Percenters, and Boogaloo Bois – and how they use social media. 
While there are legitimate questions about extremists’ activities on both 
sides of our political spectrum, researchers focused on groups allegedly 
involved in the January 6th attack on the Capitol.

4 Zremski, J. (2017, August 15). For some Alt-right EXTREMISTS, bomber Timothy McVeigh is a hero. 
Retrieved April 15, 2021, from https://buffalonews.com/news/local/for-some-alt-right-extrem-
ists-bomber-timothy-mcveigh-is-a-hero/article_06914112-86a5-5289-b300-c47a75cfa51b.html 

5 Weber, McCaul, Cuellar Introduce bill to combat domestic terrorism. (2019, August 15). Retrieved 
April 15, 2021, from https://weber.house.gov/news/documentsingle.aspx?DocumentID=540 

6 History.com Editors. (2009, December 16). Oklahoma city bombing. Retrieved April 15, 2021, from 
https://www.history.com/topics/1990s/oklahoma-city-bombing 

https://buffalonews.com/news/local/for-some-alt-right-extremists-bomber-timothy-mcveigh-is-a-hero/article_06914112-86a5-5289-b300-c47a75cfa51b.html
https://buffalonews.com/news/local/for-some-alt-right-extremists-bomber-timothy-mcveigh-is-a-hero/article_06914112-86a5-5289-b300-c47a75cfa51b.html
https://weber.house.gov/news/documentsingle.aspx?DocumentID=540
https://www.history.com/topics/1990s/oklahoma-city-bombing
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A Digital Citizens/CSW analysis of social media platforms’ efforts to 
crack down on fringe groups that played a vital role in the Capitol attack 
found:

m QAnon, The Proud Boys, Oath Keepers, Three Percenters, and the 
Boogaloo Bois,- domestic extremists that allegedly promoted and 
led the storming of the U.S. Capitol on January 6 - relied heavily on 
major social media platforms to spread their messages. YouTube, 
Facebook, Instagram, Twitter, TikTok, and Telegram were used to 
recruit followers and organize the January 6th attack.

m Facebook, and its video and photo sharing social media service 
Instagram, have taken some obvious action to prevent QAnon 
followers from recruiting, organizing, and sharing misinformation. 
Most notably, the company has “deadened” some hashtags, stopping 
current and potential followers from using hashtags to search for 
posts. This effort seems to have some effect, but Q’s followers find 
ways around Facebook’s defensive measures. Facebook appears to 
have had more success keeping militias from utilizing the platform 
- taking down some pages from organizations accused of playing a 
prominent role in the January 6 attack on the Capitol. However, some 
individuals still have found ways to work around Facebook’s efforts. 

m Compared to Facebook, YouTube has been relatively lax in its efforts 
to scrub its platform of domestic extremism. While many of the 
January 6th-involved groups have not been as active since the attack, 
videos posted before January 6 are still visible. The videos are not as 
explicit about their politics as what researchers found on TikTok and 
Telegram, but the videos are effective propaganda. 

m Militias often try to appear to be “civic-minded” organizations 
learning about battlefield first aid and giving members a chance 
to discuss the Constitution. Others glorify the use of firearms and 
tactical exercises that looks like something an army would do while 
preparing for battle. Many of the videos seem designed to allow the 
militias to downplay their civil unrest role and position themselves as 
patriots and defenders of first responders.

m Twitter is a forum where Q followers and militia members can cross-
pollinate and share ideas. Researchers found posts with hashtags 
used to reach multiple domestic extremist groups. Twitter does not 
appear to have “deadened” entire hashtags the way Facebook has. 
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m TikTok is the site for more openly political videos glorifying militia 
activity and aspirations. Whereas some YouTube videos show the 
militias in a different light, TikTok is where members who want to be 
more aggressive can share their videos. Much like TikTok offers users a 
space for more outspoken and divisive videos than YouTube, Telegram 
gives militia members a place to take more overtly racist messaging 
than what Twitter allows. 

Since January 6, followers of some of the most prominent fringe groups 
keep their movement thriving on social media networks, even as others 
are arrested and charged with crimes. Many of the messages are angry, 
hateful, and anti-government.

m Militias and mis/disinformation groups show a strategic savvy about 
spreading propaganda on social media. The alt-right organizations 
have shifted from using terms associated with the groups (like QAnon’s 
“#WWG1WGA”) to more innocuous handles like “#savethechildren” or 
several variations using the word “patriots.” 

m Since January 6, militia members seem to be experimenting with 
different ways to avoid detection. Hashtags on tweets seem to be less 
common, while researchers found some using pictures and videos 
that resonate with followers and attract new audiences. Those pictures 
can also be more problematic for platforms to detect. The platforms’ 
artificial intelligence (A.I.) doesn’t always see nuances in language.

m While some militias mock and belittle QAnon followers, researchers 
found some examples of QAnon and other militia groups sharing 
similar messages and even the same propaganda (with hashtags 
commonly accepted by several domestic extremist groups helping 
move the messaging along). 

As disturbing as the images of January 6 were, policymakers must view 
them as a symptom of a broader malady: a belief that violence is the 
only path to change. And given the serious implications of that mindset, 
Americans must demand that digital platforms prevent militias from 
spreading their hateful ideologies.
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Platforms Enabling 
Militias Advocating 
Disruption and 
Violence

While no one can blame the platforms for directly 
advocating violence, they enable those considering 
violence to connect with others also pondering dark 
possibilities. An FBI informant acknowledged last 

month that Facebook’s algorithms connected him with those charged 
with scheming to kidnap Michigan Governor Gretchen Whitmer.7 The 
platforms give those with evil intentions the ability to find the like-
minded, the easily manipulated, the vulnerable, the frightened, and the 
weak and reach them with pinpoint precision. 

IMAGE 1
Video in support of QAnon on Facebook from February 26, 2021

7 Heilweil, R. (2021, March 26). If mark Zuckerberg won’t FIX Facebook’s algorithms problem, who 
will? Retrieved April 15, 2021, from https://www.vox.com/recode/22335801/algorithms-artifi-
cial-intelligence-facebook-instagram-recommendations 

https://www.vox.com/recode/22335801/algorithms-artificial-intelligence-facebook-instagram-recommendations
https://www.vox.com/recode/22335801/algorithms-artificial-intelligence-facebook-instagram-recommendations
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That said, it’s a mistake to simply dismiss people susceptible to messages 
of hate or violence as being part of one political party or another (Jeremy 
Christian was both a white supremacist and a Bernie Sanders supporter8). 
While militia members and conspiracy theorists might be inclined to vote 
for those candidates peddling similar theories and ideologies, believers 
have come to this movement from across the political spectrum. Perhaps 
the most common thread binding QAnon, the Proud Boys, the Boogaloo 
Bois, the Three Percenters, and the Oath Keepers is their reliance on 
social media to spread their vision for America. 

Unfortunately, all the work that law enforcement did after Oklahoma City 
is now lost. Not only have militia groups re-emerged from the shadows, 
but they now have a pipeline from which to push propaganda and attract 
new members. Conspiracy theorists provide the motives, militias offer a 
method with which members can lash out against their enemies, and social 
media platforms the megaphones that allow these domestic extremists 
to share menacing, even threatening, messages of violence and hate.

Images 2, 3, 4 and 5 below are posts on Facebook, YouTube, Instagram, 
and Twitter that CSW researchers found posted just after the deadly 
January 6th riots inside the U.S. Capitol. Some are labeled as “false” based 
on fact checks. It’s hard to understand why these posts are even up at all.

8 Reinstein, J. (2017, May 27). Here’s what we know about the suspect in The PORTLAND train stab-
bing attack. Retrieved April 15, 2021, from https://www.buzzfeednews.com/article/juliareinstein/
portland-suspect 

IMAGE 2
Instagram post in support of QAnon from March 26, 2021

https://www.buzzfeednews.com/article/juliareinstein/portland-suspect
https://www.buzzfeednews.com/article/juliareinstein/portland-suspect
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IMAGE 3
Instagram post in support of QAnon from March 26, 2021

IMAGE 4
Video in support of QAnon on Facebook from February 26, 2021
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IMAGE 5
Video in support of QAnon on YouTube from March 1, 2021
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How Sympathizers 
With the Capitol 
Attackers Peddle 
Propaganda

IMAGE 6

Many of us have grown up thinking of 
patriots as people who look like this:

Today, there’s a growing number of people 
who think #patriots look like this:

“#Patriots” is the new “#savethechildren” or “Allahu Akbar.”
     
The Arabic term “Allahu Akbar” translates roughly into “God is great” in 
English. For centuries, Allahu Akbar was a greeting for Muslims and non-
Muslims.9 That changed with the rise of ISIS, which used Allahu Akbar as 
a rallying cry and thousands of videos showing ISIS soldiers using Allahu 
Akbar were posted on social media platforms. ISIS proved to be very 
sophisticated in choosing a term that could slip through the social media 
platforms’ guardrails. 

9 Nagourney, E. (2017, November 02). ‘Allahu akbar’: An EVERYDAY PHRASE, tarnished by at-
tacks. Retrieved April 15, 2021, from https://www.nytimes.com/2017/11/02/world/americas/
allahu-akbar-terrorism.html 

IMAGE 7
Post in support of QAnon on Facebook from March 1, 2021

https://www.nytimes.com/2017/11/02/world/americas/allahu-akbar-terrorism.html
https://www.nytimes.com/2017/11/02/world/americas/allahu-akbar-terrorism.html
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QAnon and some American militia groups have been following the ISIS 
social media playbook.

Save the Children is a well-known charity created in 191910 and has a 
4-star rating from Charity Navigator and an A- rating from Charity Watch. 
But when a hashtag is in front of “save the children,” it often takes on 
a whole new meaning - designed to target moms and interest them 
in QAnon.11 “#savethechildren” is a rallying cry for QAnon followers 
looking to “fight back against celebrities and politicians participating in 
or operating a child sex trafficking ring.”12  

Many people might feel uncomfortable equating “Save the Children” 
with “Allahu Akbar,” but each term has been equally effective for the 
extremists that have repurposed them. In a December 2020 NPR/Ipsos 
poll, 17% of Americans said they believe “a group of Satan-worshipping 
elites who run a child sex ring are trying to control our politics and media.” 
Another 37% said they didn’t know.13

“#savethechildren” on social media platforms has worked as part of a sort 
of membership drive for QAnon, allowing the influencers to reach people 
they may have never otherwise been able to target. It has been used to 
attract, recruit, and radicalize concerned citizens who enter these social 
media conversations with pure intentions.14 The trafficking story has lured 
successful, productive people down the QAnon rabbit hole.15

10 Why save the children? (n.d.). Retrieved April 15, 2021, from https://www.savethechildren.org/us/
about-us/why-save-the-children  

11 North, A. (2020, September 18). How #SaveTheChildren is PULLING American Moms into QANON. 
Retrieved April 15, 2021, from https://www.vox.com/21436671/save-our-children-hashtag-qa-
non-pizzagate 

12 The problem became so bad that in August 2020, Save the Children had to make a public state-
ment regarding the use of the hashtag with their name. Since the Vox story in footnote #7 was 
published, other groups and individuals - including many concerned about human rights issues in 
Myanmar - have started using #SaveTheChildren as well. Pro-QAnon posts are just a part of what 
you will find if you search #savethechildren on Facebook and Twitter. 

 Save the children statement on use of its name in unaffiliated campaigns. (n.d.). Retrieved April 15, 
2021, from https://www.savethechildren.org/us/about-us/media-and-news/2020-press-releas-
es/save-the-children-statement-on-use-of-its-name-in-unaffiliated-c

13 Rose, J. (2020, December 30). Even if it’s ‘bonkers,’ poll finds many believe qanon and other 
conspiracy theories. Retrieved April 15, 2021, from https://www.npr.org/2020/12/30/951095644/
even-if-its-bonkers-poll-finds-many-believe-qanon-and-other-conspiracy-theories 

14 Seitz, A. (2020, October 28). QAnon’s ‘save the Children’ morphs into popular slogan. Retrieved 
April 15, 2021, from https://apnews.com/article/election-2020-donald-trump-child-trafficking-illi-
nois-morris-aab978bb7e9b89cd2cea151ca13421a0 

15 Dillon, N. (2020, November 13). Arizona woman who destroyed target mask display was in grips 
of Qanon: ‘I went down a spiral that resulted in my very Public implosion’. Retrieved April 15, 2021, 
from https://www.nydailynews.com/news/national/ny-arizona-woman-who-wrecked-tar-
get-mask-display-blames-qanon-20201112-wbwtbj2l4zb7rbp2nh6tlwn6m4-story.html 

https://www.savethechildren.org
https://www.charitynavigator.org/index.cfm?bay=search.summary&orgid=4438
https://www.charitywatch.org/charities/save-the-children
https://www.savethechildren.org/us/about-us/why-save-the-children
https://www.savethechildren.org/us/about-us/why-save-the-children
https://www.vox.com/21436671/save-our-children-hashtag-qanon-pizzagate
https://www.vox.com/21436671/save-our-children-hashtag-qanon-pizzagate
https://www.savethechildren.org/us/about-us/media-and-news/2020-press-releases/save-the-children-statement-on-use-of-its-name-in-unaffiliated-c
https://www.savethechildren.org/us/about-us/media-and-news/2020-press-releases/save-the-children-statement-on-use-of-its-name-in-unaffiliated-c
https://www.savethechildren.org/us/about-us/media-and-news/2020-press-releases/save-the-children-statement-on-use-of-its-name-in-unaffiliated-c
https://www.savethechildren.org/us/about-us/media-and-news/2020-press-releases/save-the-children-statement-on-use-of-its-name-in-unaffiliated-c
https://www.npr.org/2020/12/30/951095644/even-if-its-bonkers-poll-finds-many-believe-qanon-and-other-conspiracy-theories
https://www.npr.org/2020/12/30/951095644/even-if-its-bonkers-poll-finds-many-believe-qanon-and-other-conspiracy-theories
https://apnews.com/article/election-2020-donald-trump-child-trafficking-illinois-morris-aab978bb7e9b89cd2cea151ca13421a0
https://apnews.com/article/election-2020-donald-trump-child-trafficking-illinois-morris-aab978bb7e9b89cd2cea151ca13421a0
https://www.nydailynews.com/news/national/ny-arizona-woman-who-wrecked-target-mask-display-blames-qanon-20201112-wbwtbj2l4zb7rbp2nh6tlwn6m4-story.html
https://www.nydailynews.com/news/national/ny-arizona-woman-who-wrecked-target-mask-display-blames-qanon-20201112-wbwtbj2l4zb7rbp2nh6tlwn6m4-story.html
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QAnon and ISIS have proven to be two of the most adept organizations 
giving new meaning to seemingly innocuous terms on social media 
platforms. 

Besides “#savethechildren,” QAnon is utilizing multiple versions of 
“#patriots” (including “#patriotsincontrol) to help push propaganda 
across the Internet. The conspiracy theorists find fertile ground with 
some militia members and their larger organizations.

Researchers from the Digital Citizens and CSW tracked several versions 
of #patriots across multiple platforms. The researchers found it’s just 
one way the savviest social media propagandists are avoiding detection 
by the platforms. 

IMAGE 8
Post in support of QAnon (includes repost of a “QDrop” - messages 

supposedly posted by the mysterious insider deified by QAnon 
followers who goes by “Q”) on Twitter from March 1, 2021



The Domestic Extremist Next Door
How Digital Platforms Enable the War Against American Government

13

Researchers found followers using tactics that the platforms have been 
unwilling or unable to stop. The sign below clearly supports the Three 
Percenters militia and the organization’s philosophy about guns and its 
willingness to do anything to protect their rights. It’s easy to understand 
what the post is about, but the message doesn’t include any mentions 
of guns or violence. While The Three Percenters’ logo is on the person’s 
t-shirt, the sign’s numerals are different from the logo itself. This could 
be another sign of sophistication amongst militia group members who 
understand how to keep their messages under the platforms’ radar.

People with posts like this one are paying attention to Facebook’s 
vulnerabilities. Almost exactly three years ago, Facebook CEO Mark 
Zuckerberg said in a call with analysts:

“...we’re much better able to enforce our nudity policies, for example, 
than we are hate speech. The reason for that is it’s much easier to make 
an A.I. system that can detect a nipple than it is to determine what is 
linguistically hate speech...”

IMAGE 9
Post in support of Three Percenters using #PatriotsUnite 

hashtag on Facebook from March 29, 2021
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In a hearing before the U.S. House last month, Digital Information World 
reported that Zuckerberg indicated “nuances of counter speech make 
it difficult to assemble posts, and therefore some posts that should be 
deleted are not.”16 Zuckerberg told lawmakers 95 percent of messages 
with hate speech and 97 to 98 percent of messages with terrorist 
content are taken down by A.I. rather than people at the company. He 
made similar comments in a Congressional hearing in 2018.17

Using tactics to circumvent detection and innocuous hashtags helps a 
photo-like image 9 spread quickly, as the results from the Google image 
search shown below. 

16 Ahmed, A., & Arooj AhmedIam an experienced web content writer who loves to cover trendy 
and latest news. More than it I have written alot of blogs and Amazon listing. Writing is my pas-
sion so looking forward for better opportunities to fill the writing world with my o. (2021, March 
27). Here’s what Facebook’s Ceo thinks about the AI technology and how the social network 
is combating the spread of Misinformation online. Retrieved April 15, 2021, from https://www.
digitalinformationworld.com/2021/03/heres-what-facebooks-ceo-thinks-about.html 

17 Johnson, K. (2018, April 27). Zuckerberg: It’s easier to detect a nipple than hate speech with AI. 
Retrieved April 15, 2021, from https://venturebeat.com/2018/04/25/zuckerberg-its-easier-to-de-
tect-a-nipple-than-hate-speech-with-ai/ 

To Facebook’s credit, researchers saw signs that the company has taken 
some action - and perhaps more than other platforms we tracked. 
CSW researchers noticed that Facebook “deadened” the hashtag 
“WWG1WGA” (an abbreviation for the QAnon credo “Where we go one, 
we go all) (see image 11 on the next page). Users can no longer search for 
it on Facebook and expect to find like-minded posts. Also, the hashtags 
“#thestormhasarrived” (which was deadened just last month) and 
“#thegreatawakening” no longer work.

IMAGE 10
Google Image Search results from March 30, 2021

https://www.digitalinformationworld.com/2021/03/heres-what-facebooks-ceo-thinks-about.html
https://www.digitalinformationworld.com/2021/03/heres-what-facebooks-ceo-thinks-about.html
https://venturebeat.com/2018/04/25/zuckerberg-its-easier-to-detect-a-nipple-than-hate-speech-with-ai/
https://venturebeat.com/2018/04/25/zuckerberg-its-easier-to-detect-a-nipple-than-hate-speech-with-ai/
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Taking steps like this allows Facebook 
to say it’s dealt with the misinformation/
disinformation. In reality, Facebook has 
only addressed the P.R. problem. This 
measure may momentarily placate 
the media, lawmakers, and regulators 
looking at the platforms. Still, it’s only a 
small step towards providing adequate 
protections for consumers who rely on 
Facebook and other platforms. Those 
who want to push wild conspiracies 
or threatening posts to target like-
minded readers find it all too easy to 
evade detection. This post publishing 
the address of a newspaper editor 
and inflammatory messaging targeted 
to reach militia members is a prime 
example. (image 12 to the right). 

IMAGE 11
Screen shot of Facebook search results indicating 

the hashtag “#wwg1wga” was deadened.

IMAGE 12
Post sharing personal information of newspaper employee on Facebook.
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Not only are platforms failing to adjust to the new tactics, but the 
companies can’t or won’t deliver on promises to correct obvious 
problems. Last month, the Tech Transparency Project (TTP) found more 
than 200 militia pages and groups on Facebook - 140 had militia in their 
name.18 That’s not much different from what the nonprofit Avaaz found 
- 267 pages and groups with a combined 32 million users - when they 
searched Facebook in the run-up to the 2020 election and not long after 
Facebook banned QAnon, extremist, and militia groups.19 

Furthermore, the platforms continue to leave themselves the opportunity 
to make money off these rifts tearing at America’s social fabric. This 
month, Buzzfeed reported that Facebook identified people who were 
interested in militias for advertisers.20      

18 Facebook’s militia MESS. (2021, April 09). Retrieved April 15, 2021, from https://www.
techtransparencyproject.org/articles/facebooks-militia-mess 

19 Ortutay, B. (2021, March 23). Report: Extremist groups thrive on Facebook Despite bans. Retrieved 
April 15, 2021, from https://apnews.com/article/donald-trump-violence-misinformation-a3dc-
1c9479e7677d6d34b4bae7dc9680 

20 Mac, R. (2021, April 07). Despite a ban, facebook continued to label people as interested in militias 
for advertisers. Retrieved April 15, 2021, from https://www.buzzfeednews.com/article/ryanmac/
facebook-militia-interest-category-advertisers-ban 

https://www.techtransparencyproject.org/articles/facebooks-militia-mess
https://www.techtransparencyproject.org/articles/facebooks-militia-mess
https://apnews.com/article/donald-trump-violence-misinformation-a3dc1c9479e7677d6d34b4bae7dc9680
https://apnews.com/article/donald-trump-violence-misinformation-a3dc1c9479e7677d6d34b4bae7dc9680
https://www.buzzfeednews.com/article/ryanmac/facebook-militia-interest-category-advertisers-ban
https://www.buzzfeednews.com/article/ryanmac/facebook-militia-interest-category-advertisers-ban
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Connecting Those 
With Common 
Purpose - How Hate 
and Violence Criss-
Cross The Platforms

While some militia members know how to propagate their 
messages across the Internet, the platforms can do 
much more to address the problem. Another study by 
politically left-

leaning media watchdog Media 
Matters showed that TikTok’s 
algorithms prompt users who 
follow one alt-right group with 
suggestions to follow another.21 
According to the New York 
Times, one-third of TikTok’s 
users could be 13 or younger.22

While Digital Citizens and CSW 
researchers found many militia 
members are not using or 
are  avoiding hashtags, it’s not 
universally true. Researchers 
found multiple examples of 
messages designed to weave 
their way into the accounts of 
multiple militia groups and/or 
conspiracy peddlers like QAnon. 
Below are a few examples from 
Twitter and TikTok (images 14, 15, 16, 17, and 18).

21 Little, W. (n.d.). TikTok is prompting users to follow far-right extremist accounts. Retrieved 
April 15, 2021, from https://www.mediamatters.org/tiktok/tiktok-prompting-users-fol-
low-far-right-extremist-accounts 

22 Zhong, R., & Frenkel, S. (2020, August 14). A third of TikTok’s U.S. users may be 14 or 
under, raising safety questions. Retrieved April 15, 2021, from https://www.nytimes.
com/2020/08/14/technology/tiktok-underage-users-ftc.html 

IMAGE 13
Research by Media Matters

https://www.mediamatters.org/tiktok/tiktok-prompting-users-follow-far-right-extremist-accounts
https://www.mediamatters.org/tiktok/tiktok-prompting-users-follow-far-right-extremist-accounts
https://www.nytimes.com/2020/08/14/technology/tiktok-underage-users-ftc.html
https://www.nytimes.com/2020/08/14/technology/tiktok-underage-users-ftc.html
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IMAGE 14
Post with hashtags targeting QAnon followers and militia 

members on Twitter from March 29, 2021

IMAGE 15
Post with hashtags targeting QAnon followers and militia 

members on Twitter from March 29, 2021
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This TikTok account includes videos supportive of QAnon and the Three Percenters.

IMAGES 16, 17, 18
Posts from TikTok account supporting The Three Percenters on March 29, 2021



The Domestic Extremist Next Door 
How Digital Platforms Enable the War Against American Government

20

The research team found examples of many militias and/or affiliated 
individuals actively using every platform. However, it did seem that the 
militias had some awareness that less violent, more socially acceptable 
posts would have a longer shelf life on the best-known platforms - 
particularly YouTube, Twitter, Facebook, and Instagram.

But on platforms like TikTok and Telegram23, militias share 
more extremist and alarmist messages. On TikTok and 
Telegram, researchers were more likely to find domestic 
extremists sharing a capacity for violence and taking more 
aggressive political positions. 

23 Business Insider says Telegram is “mostly used for semi-public group-chat messaging, but 
it does offer some private encrypted messaging options. Its search function makes it easy to 
find like-minded individuals. 

 Greenspan, R. (2021, January 18). ‘Buy more guns and ammo’: The far-right is using messaging 
apps like telegram to Organize after the Capitol riot. Retrieved April 15, 2021, from https://
www.insider.com/telegram-far-right-is-searching-for-its-new-home-online-2021-1 

IMAGE 19
Video posted on YouTube (with a paid advertisement, circled in the top right corner) from February 27, 2021

https://www.insider.com/telegram-far-right-is-searching-for-its-new-home-online-2021-1
https://www.insider.com/telegram-far-right-is-searching-for-its-new-home-online-2021-1
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IMAGE 20
Picture from a Proud Boys Telegram page on March 23, 2021

IMAGE 21
Screen shot of a TikTok page from March 23, 2021
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The DCA-CSW findings are consistent with those from a Department 
of Homeland Security (DHS) memo released last month. ABC News 
reported on the memo in a story titled “Militia extremists developing 
strategies to work around social media crackdown, DHS memo warns.” 
DHS’s Office of Intelligence and Analysis found “some militia violent 
extremists (MVEs) are actively disguising their online social media 
outreach to promote violent anti-government narratives, connect with 
others espousing violent extremist views, and share tactical information 
by using layered communications,” even as social media platforms 
like Facebook have taken action to mitigate those efforts. Additionally, 
ABC reported that “militia groups have shifted to a ‘layered strategy’ to 
recruit new members by starting conversations on popular, easy-to-
access platforms and gradually shifting the discussions to more secure 
communication services…”24

24 ABC news. (n.d.). Retrieved April 15, 2021, from https://abcnews.go.com/US/militia-extrem-
ists-developing-strategies-work-social-me-%20dia-crackdown/story?id=76774620

https://abcnews.go.com/US/militia-extremists-developing-strategies-work-social-me-%20dia-crackdown/story?id=76774620
https://abcnews.go.com/US/militia-extremists-developing-strategies-work-social-me-%20dia-crackdown/story?id=76774620
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The Militias on the 
Platforms

Researchers took a closer look at social media accounts claiming 
to be affiliated with chapters of the three organizations accused 
of conspiring to storm the Capitol. Multiple members claiming 
an affiliation with the Oath Keepers, the Three Percenters,25 and 

the Proud Boys26 were arrested after the January 6 attack. Additionally, 
researchers also looked at chapters of the Boogaloo Bois. This militia 
organization called for more protests27 in Washington and state capitals 
around the country after the January 6 attacks. 

The chapters of each militia have some differences in philosophy and 
structure. There is no easy way to create a common standard for a militia 
group. For that reason, researchers decided to treat any group that 
claims to be a militia group as a militia group. 

The Boogaloo Bois 

In structure, the Boogaloo Bois are loosely organized with local chapters 
around the country and outside of the U.S. as well. In terms of their mission, 
many Boogaloo chapters are openly racist and anti-Semitic and call for a 
second Civil War,28 but not every chapter is racist/Neo-Nazi.29 Two qualities 
seem to be essential to be a Boogaloo: 1) a desire to disrupt in support of 
anything that will get a rise and spark an argument; and 2) a love of guns. 

25 Goldman, A., Benner, K., & Feuer, A. (2021, January 18). Investigators eye right-wing militias at 
capitol riot. Retrieved April 15, 2021, from https://www.nytimes.com/2021/01/18/us/politics/
capitol-riot-militias.html 

26 Lucas, R. (2021, March 19). 4 proud Boys charged with conspiracy OVER Jan. 6 Capitol riot. 
Retrieved April 15, 2021, from https://www.npr.org/2021/03/19/979304432/4-proud-boys-
charged-with-conspiracy-over-jan-6-capitol-riot 

27 News, G. (2021, January 17). Armed capitol rallies “will continue” as planned, boogaloo group 
member says. Retrieved April 15, 2021, from https://www.wbtv.com/2021/01/17/armed-capi-
tol-rallies-will-continue-planned-boogaloo-group-member-says/ 

28 Pineda, K. (2020, June 19). The boogaloo movement is gaining momentum. who are the 
boogaloo ‘bois’ and what do they want? Retrieved April 15, 2021, from https://www.usatoday.
com/story/news/nation/2020/06/19/what-is-boogaloo-movement/3204899001/ 

29 The Boogaloo movement is not what you think. (2020, October 24). Retrieved April 15, 2021, 
from https://www.bellingcat.com/news/2020/05/27/the-boogaloo-movement-is-not-what-
you-think/ 

https://www.nytimes.com/2021/01/18/us/politics/capitol-riot-militias.html
https://www.npr.org/2021/03/19/979304432/4-proud-boys-charged-with-conspiracy-over-jan-6-capitol-riot
https://www.wbtv.com/2021/01/17/armed-capitol-rallies-will-continue-planned-boogaloo-group-member-says/
https://www.wbtv.com/2021/01/17/armed-capitol-rallies-will-continue-planned-boogaloo-group-member-says/
https://www.usatoday.com/story/news/nation/2020/06/19/what-is-boogaloo-movement/3204899001/
https://www.usatoday.com/story/news/nation/2020/06/19/what-is-boogaloo-movement/3204899001/
https://www.nytimes.com/2021/01/18/us/politics/capitol-riot-militias.html
https://www.nytimes.com/2021/01/18/us/politics/capitol-riot-militias.html
https://www.npr.org/2021/03/19/979304432/4-proud-boys-charged-with-conspiracy-over-jan-6-capitol-riot
https://www.npr.org/2021/03/19/979304432/4-proud-boys-charged-with-conspiracy-over-jan-6-capitol-riot
https://www.wbtv.com/2021/01/17/armed-capitol-rallies-will-continue-planned-boogaloo-group-member-says/
https://www.wbtv.com/2021/01/17/armed-capitol-rallies-will-continue-planned-boogaloo-group-member-says/
https://www.usatoday.com/story/news/nation/2020/06/19/what-is-boogaloo-movement/3204899001/
https://www.usatoday.com/story/news/nation/2020/06/19/what-is-boogaloo-movement/3204899001/
https://www.bellingcat.com/news/2020/05/27/the-boogaloo-movement-is-not-what-you-think/
https://www.bellingcat.com/news/2020/05/27/the-boogaloo-movement-is-not-what-you-think/
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In May of 2020, the Boogaloos were very active during the riots after 
George Floyd’s death. Prosecutors charged two men believed to be 
Boogaloos for inciting violence in Minneapolis, accusing the men of 
“allegedly building firearms suppressors that they believed they sold to 
Hamas, and for allegedly offering to fight as ‘mercenaries’ for the group.”30  
An FBI affidavit stated one of the men posted a message on Facebook on 
May 26, 2020, asking people to contact him on an encrypted platform.31

Also during that time, the investigative news site Bellingcat called 
Facebook the Boogaloos “platform of choice.” Bellingcat tracked the 
Facebook page “Big Igloo Bois” which had more than 30,000 followers. 
One commenter on that Facebook page wrote:  “I’m looking for fellow 
Minneapolis residents to join me in forming a private, Constitutionally-
authorized militia to protect people from the MPD, which has killed too 
many people within the last two years.”

DCA and CSW Researchers can’t find the Big Igloo Bois page on Facebook. 
However, there are 
pages on Instagram 
using versions of the 
Big Igloo Bois handle.

30 Forliti, A. (2020, September 05). ‘Boogaloo Bois’ face terrorism charges in Minnesota for 
allegedly trying to SELL silencers to hamas, offering to BE ‘MERCENARIES’. Retrieved April 
15, 2021, from https://www.chicagotribune.com/nation-world/ct-nw-booglaoo-boys-hamas-
kenosha-20200905-e4ijqrbimzbaxa4iy7jc76fjfe-story.html 

31 Ibid

IMAGE 22
Screen shot of a “Big Igloo Boys” account on  Instagram from 4/2/2021

https://www.chicagotribune.com/nation-world/ct-nw-booglaoo-boys-hamas-kenosha-20200905-e4ijqrbimzbaxa4iy7jc76fjfe-story.html
https://www.bellingcat.com/news/2020/05/27/the-boogaloo-movement-is-not-what-you-think/
https://www.bellingcat.com/news/2020/05/27/the-boogaloo-movement-is-not-what-you-think/
https://www.chicagotribune.com/nation-world/ct-nw-booglaoo-boys-hamas-kenosha-20200905-e4ijqrbimzbaxa4iy7jc76fjfe-story.html
https://www.chicagotribune.com/nation-world/ct-nw-booglaoo-boys-hamas-kenosha-20200905-e4ijqrbimzbaxa4iy7jc76fjfe-story.html
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A group calling itself  “The Bois from Illinois” has evaded detection on 
YouTube and TikTok. On the Bois’s YouTube page lives a video called 
“Hostage Taker,” a sort-of “how-to video” showing how someone could 
take a hostage (see image 23 below).

A Fellow at the George Washington University Program on Extremism 
posted a message about the video on YouTube in May 2020, but it 
remains on YouTube today.32

The Bois from Illinois’s Instagram page was taken down but then re-
published with “version 2 (or v2).”

32 MacNab, J. (2020, May 23). Illinois Boogaloo cell has put a propaganda video about training 
to take a hostage on YOUTUBE. H/T @alexwgoldenberg https://t.co/uyafgrde3y. Retrieved 
April 15, 2021, from https://Twitter.com/jjmacnab/status/1264248122550546432 

IMAGE 23
Video posted on YouTube from “The Bois From Illinois” YouTube channel.

https://twitter.com/jjmacnab/status/1264248122550546432
https://twitter.com/jjmacnab/status/1264248122550546432
https://twitter.com/jjmacnab/status/1264248122550546432
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Even after that, the Bois said - right on the Instagram page - that they 
were concerned they would be taken down again and that followers 
should keep up with them on Parler…

They are still up and posting today.

IMAGE 24
Posts on the “The Bois from Illinois” Instagram page from April 5, 2021

IMAGE 25
Posts on the “The Bois from Illinois” Instagram page from April 5, 2021
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Many of the more hardcore Boogaloos have moved over to Telegram, 
sharing encrypted messages, and are less likely to get censored. 

The Intercept reported earlier this year on one of the most vocal 
Boogaloo accounts,  “Boogaloo Intel Drop,” which has “more than 6,600 
subscribers, including some self-described active-duty U.S. military 
personnel.” The Intercept also said Boogaloo Intel Drop has “pushed 
its followers to usher in a new epoch of political violence in the United 
States.”33

33 Devereaux, R., & Biddle, S. (2021, January 12). On Telegram, the Paramilitary far right looks to 
RADICALIZE new Recruits ahead of Inauguration Day. Retrieved April 15, 2021, from https://
theintercept.com/2021/01/12/boogaloo-telegram-violence-recruit/?utm_campaign=thein-
tercept&utm_source=twitter&utm_medium=social 

IMAGE 26
From “Boogaloo Intel Drop” on Telegram from April 1, 2021

https://theintercept.com/2021/01/12/boogaloo-telegram-violence-recruit/?utm_campaign=theintercept&utm_source=twitter&utm_medium=social
https://theintercept.com/2021/01/12/boogaloo-telegram-violence-recruit/?utm_campaign=theintercept&utm_source=twitter&utm_medium=social
https://theintercept.com/2021/01/12/boogaloo-telegram-violence-recruit/?utm_campaign=theintercept&utm_source=twitter&utm_medium=social
https://theintercept.com/2021/01/12/boogaloo-telegram-violence-recruit/?utm_campaign=theintercept&utm_source=twitter&utm_medium=social
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IMAGE 27
From “Boogaloo Intel Drop” on Telegram from April 1, 2021

IMAGE 28
From “Boogaloo Intel Drop” on Telegram from April 1, 2021
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Ironically, the Boogaloos may not use Facebook, Instagram, or Twitter to 
communicate, but they use those platforms to shop. The Trace reported 
Michigan-based company Fenix Ammunition boosted its daily online sales 
from $4,000 to $40,000 in one day. The surge in sales may have started 
with a social media campaign. Fenix’s owner, Justin Nazaroff, began 
posting to the company’s Facebook and Instagram pages with references 
to “Boogaloo.” Nazaroff told The Trace: “People think it’s funny. People click 
on boogaloo memes. It’s something that gun people enjoy joking about.”34

Nazaroff may have inspired others. Researchers found a video on the 
YouTube channel of Arsenal Inc, the “exclusive licensed U.S. manufacturer 
of the finest, most authentic semi-automatic sporting rifles,” titled “TOP 
FIVE GUNS DURING A BOOGALOO - COVID-19.”

34 Karbal, I. (2020, November 24). ‘Boogaloo’ believers think a civil war is coming. these gun 
firms are openly marketing to them. Retrieved April 15, 2021, from https://www.thetrace.
org/2020/06/boogaloo-gun-ammunition-marketing-facebook-instagram/ 

IMAGE 29
Video from Aresnal Inc. YouTube page.

https://www.thetrace.org/2020/06/boogaloo-gun-ammunition-marketing-facebook-instagram/
https://www.thetrace.org/2020/06/boogaloo-gun-ammunition-marketing-facebook-instagram/
https://www.thetrace.org/2020/06/boogaloo-gun-ammunition-marketing-facebook-instagram/
https://www.thetrace.org/2020/06/boogaloo-gun-ammunition-marketing-facebook-instagram/
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According to Urban Dictionary, the boogaloo is a “joke by right-wing 
people or those actively trying to keep their firearms when Democratic 
politicians go for their guns as a time when they have to defend their 
right to bare (sic) arms.” The site gives a usage example: “You hear how 
the governor of Virginia was trying to take everyone’s guns?!! *sigh* Time 
to start the “Boogaloo” again…”35

Researchers found a 
company, possibly in Italy, 
marketing military fatigues 
and survival equipment 
called “boogaloo_gear” on 
Instagram:

Nothing on the Arsenal or 
boogaloo_gear websites 
advocate political violence. 
But using the word 
“Boogaloo” could signal 
an effort to market to that 
community.

35 Boogaloo. (n.d.). Retrieved April 15, 2021, from https://www.urbandictionary.com/define.
php?term=Boogaloo 

IMAGE 30
Screen shot of “boogaloo_gear” Instagram page from February 14, 2021

https://www.urbandictionary.com/define.php?term=Right%20to%20bare%20arms
https://www.urbandictionary.com/define.php?term=Boogaloo
https://www.urbandictionary.com/define.php?term=Boogaloo
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Oath Keepers 

The SPLC says the Oath Keepers “was conceived as an organization with 
hierarchical leadership at national, state and local levels, one committed 
to establishing a network of activists it hopes will lay the groundwork for 
the creation of state militias.”36

The Oath Keepers are not the largest militia, but they pose a unique 
concern. The group is primarily ex-military, ex-police, and ex-law 
enforcement. They frequently show up at political events armed and in 
uniform to “show support” for law enforcement. But on YouTube, Oath 
Keepers leaders like Jim Arroyo, the head of the Oath Keepers of Yavapai 
County in Arizona,37 talk frequently about preparing for the subsequent 
Civil War. 

36 Antigovernment movement. (n.d.). Retrieved April 15, 2021, from https://www.splcenter.org/
fighting-hate/extremist-files/ideology/antigovernment 

37 Crenshaw, Z. (2021, February 19). Oath keepers look to recruit in Arizona with alarmist ‘civil War’ 
rhetoric. Retrieved April 15, 2021, from https://www.abc15.com/news/local-news/oath-keep-
ers-look-to-recruit-in-arizona-with-alarmist-civil-war-rhetoric 

IMAGE 31
Message from Arizona Oath Keepers leader Jim Arroyo on YouTube,

https://www.splcenter.org/fighting-hate/extremist-files/ideology/antigovernment
https://www.abc15.com/news/local-news/oath-keepers-look-to-recruit-in-arizona-with-alarmist-civil-war-rhetoric
https://www.abc15.com/news/local-news/oath-keepers-look-to-recruit-in-arizona-with-alarmist-civil-war-rhetoric
https://www.splcenter.org/fighting-hate/extremist-files/ideology/antigovernment
https://www.splcenter.org/fighting-hate/extremist-files/ideology/antigovernment
https://www.abc15.com/news/local-news/oath-keepers-look-to-recruit-in-arizona-with-alarmist-civil-war-rhetoric
https://www.abc15.com/news/local-news/oath-keepers-look-to-recruit-in-arizona-with-alarmist-civil-war-rhetoric
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While Arroyo keeps much of his talks focused on reactive measures, 
other fringe groups identifying as Oath Keepers are more brazen on 
platforms like TikTok and Telegram. Researchers found Oath Keepers 
videos and posts designed to recruit and indoctrinate on those platforms. 
Members talk about how veterans took an oath to protect people, not 
a government. It’s all designed to appeal to public servants’ sense of 
duty, but the materials Digital Citizens and CSW researchers found also 
contain an undercurrent of disruption and subtly violent sentiments. 

IMAGE 32
Message from Arizona Oath Keepers leader  

Jim Arroyo on YouTube from February 25, 2021
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IMAGE 33
A person saying he is a police officer rips off his badge and refuses to give up his gun, 

promising to abide by his “oath to the people” on TikTok from March 23, 2021

IMAGE 34
Message from Oath Keeper National on Telegram 
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While the Oath Keepers are more centralized than some other militias, 
not all chapters are in lockstep. The Pennsylvania Oath Keepers say on 
their website they are not a militia and “will serve only when called on 
by a competent civilian authority.” On the organization’s Gab account, 
the P.A. Oath Keepers say they “are not associated with Oath Keepers 
or Stewart Rhodes.” (Rhodes is the founder of the Oath Keepers and 
allegedly was in contact with other militia group leaders on January 6.38) 

38 Lucas, R. (2021, March 09). Prosecutors: Oath keepers’ founder was in direct contact with 
capitol rioters. Retrieved April 15, 2021, from https://www.npr.org/2021/03/09/975280596/
prosecutors-oath-keepers-founder-was-in-direct-contact-with-capitol-rioters 

http://paoathkeepers.com
http://paoathkeepers.com
https://gab.com/PaOathKeepersOfficial
https://gab.com/PaOathKeepersOfficial
https://www.npr.org/2021/03/09/975280596/prosecutors-oath-keepers-founder-was-in-direct-contact-with-capitol-rioters
https://www.npr.org/2021/03/09/975280596/prosecutors-oath-keepers-founder-was-in-direct-contact-with-capitol-rioters
https://www.npr.org/2021/03/09/975280596/prosecutors-oath-keepers-founder-was-in-direct-contact-with-capitol-rioters
https://www.npr.org/2021/03/09/975280596/prosecutors-oath-keepers-founder-was-in-direct-contact-with-capitol-rioters
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Proud Boys

The Proud Boys claim to be fighting political correctness and “white guilt,” 
but the SPLC has designated them a hate group39 - and they’re not alone. 
Facebook first banned the Proud Boys from the platform in 2018.40 Still, 
the company had to do it again in 2020 after seeing traffic from the Proud 
Boys and another organization “indicating they intended to send armed 
agitators to ongoing protests sparked in the wake of the death of George 
Floyd.”41 Twitter also shut down the Proud Boys in 2018.42  YouTube shut 
down Proud Boys founder Gavin McInnes’s account that same year.43 

But they didn’t go away. The 
Wall Street Journal reviewed 
Proud Boys’ social media posts 
leading up to the January 6th 
attacks on Parler, Telegram, 
and Gab. The Journal reported 
their research showed the 
Proud Boys helped build 
“momentum toward what 
became a violent showdown.”44

It took no time for the Proud 
Boys to build a big following 
on Telegram.

39 Proud boys. (n.d.). Retrieved April 15, 2021, from https://www.splcenter.org/fighting-hate/ex-
tremist-files/group/proud-boys 

40 Price, R. (2018, October 30). Facebook is banning the FAR-RIGHT violent group PROUD boys 
after an attack in New York. Retrieved April 15, 2021, from https://www.businessinsider.com/
facebook-bans-proud-boys-accounts-groups-2018-10 

41 ABC news. (n.d.). Retrieved April 15, 2021, from https://abcnews.go.com/US/facebook-takes-
proud-boys-american-guard-accounts-connected/story?id=71286604 

42 The Daily Beast. (2018, August 14). Alt-Right group ‘THE Proud BOYS’ suspended from twitter. 
Retrieved April 15, 2021, from https://www.thedailybeast.com/alt-right-group-the-proud-
boys-suspended-from-twitter 
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from https://www.salon.com/2020/06/24/youtube-suspends-account-of-proud-boys-
founder-gavin-mcinnes/ 

44 Wells, G., Ballhaus, R., & Hagey, K. (2021, January 17). Proud boys, Seizing TRUMP’S call to WASH-
INGTON, helped Lead Capitol Attack. Retrieved April 15, 2021, from https://www.wsj.com/arti-
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This is a post from @proudboysUSA on January 6:

IMAGE 36
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The Proud Boys remain up on Telegram, finding new ways to be disruptive 
- whether it’s soliciting legal help for jailed colleagues, sending out 
blank COVID vaccination cards “if anyone needs it,” and posts glorifying 
messages of hate.

IMAGE 37

IMAGE 38

IMAGES 38-39
A Proud Boys Member posts a PDF of a blank COVID-19 card found April 5, 2021 (the X’s 

were added during this report’s design process to keep anyone from potentially using it)
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IMAGE 40
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Furthermore, the Proud Boys are finding new followers worldwide, with 
chapters forming in England, France, Germany, and Portugal.

IMAGE 41
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Three Percenters

The Three Percenters (also sometimes identified as “III%” or “3%ers”) take 
their name from the debated notion that only three percent of American 
settlers fought the British in the Revolutionary War.45 Unlike the Oath 
Keepers and more like the Boogaloo Bois, the Three Percenters have 
no national leadership like Stewart Rhodes, but instead are local groups
that largely adhere to shared values and ideas.46 A representative of the 
Kentucky group called it a Three Percenter ‘way.’47

Many states have multiple Three Percenters groups with names like “III% 
United Patriots,” “III% Security Force,” and “American Patriots Three Percent.” 

Facebook has taken down the “Three Percenters - Original Facebook page”, 
but it’s not hard to find domestic extremists identifying as Three Percenters 
on YouTube and Twitter. Researchers found many YouTube accounts 
branded as if they came from chapters or groups of militia members. 

IMAGE 42
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This YouTube page (see image 43) below includes a link to a Facebook  
for the same “Three Percenters” group. But the APIII Nation Video 
downlink no longer works (the link is broken, or Facebook may have 
taken the page down).

The tactical videos on this Three Percenters YouTube channel in images 
44 and 45 seemed to inspire some viewers to connect with the militia.

IMAGE 43
A screen shot from March 30, 2021 of Three Percenters group post on 

YouTube. The YouTube page has been up for four years, but the Facebook 
page (shared here in the description of the group) no longer works. The 

group may have been taken it down or Facebook may have taken it down. 
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IMAGES 44-45
Screen shots from March 31, 2021 of Three Percenters group post on YouTube. In Image 

45, you can see the response from commenters saying they like the videos and are 
interested in finding out more about the organization.  
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The Three Percenters accounts researchers found on Twitter and 
Instagram were more likely to come from what appears to be individuals 
who identified with Three Percenter ideals. They pushed a political 
agenda (see images 46 and 47).  

IMAGE 46
A screen shot from April 1, 2021 of a Three Percenter’s post on Twitter. 

IMAGE 47
A screen shot from April 9, 2021 of a Three Percenter’s post on Twitter. 
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IMAGE 48
A screen shot from April 1, 2021 of a Three Percenter’s post on Instagram.
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IMAGE 49
A screen shot from March 30, 2021 of a Three Percenter’s post on TikTok. 
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In the above TikTok post (image 50), someone claiming to be a Three 
Percenter calls for Americans to “take out” their “leaders.”  If there is 
any place where Three Percenters can ratchet it up a bit, they can go 
to Telegram. There, the Texas Three Percenters Telegram account 
followers sympathize with Guy Reffitt, who they refer to as a POW. 
According to The Washington Post, Reffitt allegedly recruited “members 
to the Texas Three Percenters by telling them he had created a new 
security business to circumvent gun laws and obtain high-grade 
weapons and ammunition available to law enforcement.”48  

48 Hsu, S. (2021, March 16). Texas three Percenters Member charged in Jan. 6 Riot set up security 
company to circumvent gun laws, obtain High-grade weapons, U.S. alleges. Retrieved April 
15, 2021, from https://www.washingtonpost.com/local/legal-issues/capitol-riot-guy-reffitt-
three-percenter/2021/03/16/8685a59c-866b-11eb-82bc-e58213caa38e_story.html

IMAGE 50
A screen shot from March 30, 2021 of a Three Percenter’s post on TikTok.
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IMAGE 51 IMAGE 52 IMAGE 53

Reffitt’s son acknowledged to The New York Times that he did turn in his 
father. He told the Times: “If you turn me in, you’re a traitor. And you know 
what happens to traitors. Traitors get shot.”49

49 Pietsch, B. (2021, January 24). Son tipped off f.b.i. about his father, who is charged in capitol riot. 
Retrieved April 15, 2021, from https://www.nytimes.com/2021/01/24/us/politics/jackson-ref-
fitt-father-capitol-riot.html

IMAGES 51, 52, 53
Screen shots from April 1, 2021 chat on Telegram in support of a man arrest and facing 

charges from a possible role in the attack on the US Capitol. 
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Conclusion

Most Digital Citizens and CSW research collaborations have 
looked at illegal sales of pharmaceuticals, recreational 
drugs, and/or malware. The findings have shown illegal 
activities enabled by social media platforms. Admittedly, this 

research goes into much more of a grey area. Certainly, these domestic 
extremists have the right to say many, if not all, of the things in posts that 
are shown here. Also, fringe groups and their members have the right to 
own and discuss firearms on the platforms. 

So why did the two Internet watchdogs look at militias on the platforms?

Concerned citizens can’t wait for someone to be caught in the act before 
taking action. It is nearly impossible to take that attitude when we have 
seen the violent acts committed by foreign and domestic terrorists on 
April 19 several different times, September 11, 2001, and January 6, 2021.

In short, social media platforms provide domestic extremists with the 
ability to organize and trade intelligence. 

What makes the platforms different from a car company that makes a 
vehicle used as a criminal’s getaway car? No one hauls G.M. or Toyota 
up to Capitol Hill when there is a rash of robberies. Aren’t they “enablers,” 
too?

The automakers don’t get a cut of criminal’s take, for starters. The 
platforms make money - either from directly advertising goods and 
services or by providing vehicles for advertisers to reach this audience 
(even if they are not looking specifically for them).

Furthermore, the platforms can identify potentially troubling actors. 
The companies already take down criminals, pushing things like 
pornography and payday lending. The platforms should be applauded 
for those actions, but why should they pick and choose which laws are 
more important than others? 

So what should the platforms do? 
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Hire More People

The first obvious solution - hire more humans to do deep dives looking 
at just what is happening amongst militia groups. There are militia group 
members that trick the platform’s A.I. A human being trained to spot 
deceptive photos and search through hashtags can understand nuance 
and delineate between a dangerous militia member hijacking the term 
“patriot” from someone who is a New England Patriots fan. 

Standards and Consistency

There is no industry standard or consistency when it comes to blocking 
domestic extremist channels and pages. A QAnon follower may be active 
on Facebook but blocked on YouTube. Militias channels set up years ago 
might still be up on YouTube and Twitter but blocked for recent activities 
on Facebook and Instagram. Digital Citizens and CSW have written about 
the need for an industry-wide “Standards Board” or a cross-platform, 
information-sharing initiative. The social media platforms could identify 
complex organizations and ensure their pages come down across the 
Internet, rather than coming down on one platform but finding refuge 
on another. 
     
It’s not just the masters of our digital platforms that need to take action.
Congress must consider how the lack of specific penalties for engaging 
in domestic terrorism hinders law enforcement that is struggling to 
manage an outbreak of homegrown terror. The FBI typically reports 
over a hundred cases of domestic terrorism a year across the political 
spectrum, from the attack on Republican lawmakers at a baseball field 
in 2017 to the foiled plot by white nationalist Christopher Paul Hasson to 
assassinate congressional Democrats and members of the media.50

 
In both cases, federal prosecutors labeled them domestic terrorists, 
but neither were charged with that crime because with no penalties 
attached to it, it’s not a punishable crime. Congress should remedy that 
gap in the law with legislation.

50 Levenson, M. (2020, February 01). Former coast Guard officer accused of Plotting terrorism is 
sentenced to 13 years. Retrieved April 16, 2021, from https://www.nytimes.com/2020/01/31/
us/christopher-hasson-coast-guard-terrorism.html
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Addressing complex issues like domestic extremism isn’t 
easy. But previous research on drugs and malware has taught 
Digital Citizens and CSW that the platforms will only do the 
bare minimum. The companies see research like this as more 
of a P.R. problem than a danger for consumers.

For years, the platforms have put their business models ahead 
of user safety and security.

But times may be changing as Members of Congress seem to 
be looking beyond the headlines and deeper into Alphabet, 
Facebook, Twitter, TikTok, and Telegram’s business practices. 

As we see from this militia research, the timing could not be 
more critical.
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About Digital Citizens Alliance

The Digital Citizens Alliance is a nonprofit, 501(c)(6) organization that is a 
consumer-oriented coalition focused on educating the public and policymakers 
on the threats that consumers face on the Internet. Digital Citizens wants to 
create a dialogue on the importance for Internet stakeholders—individuals, 
government, and industry—to make the Web a safer place.
 

Based in Washington, DC, the Digital Citizens Alliance counts among 
its supporters: private citizens, the health, pharmaceutical and creative 
industries as well as online safety experts and other communities focused 
on Internet safety. Visit us at digitalcitizensalliance.org

About The Coalition for a Safer Web

The Coalition for a Safer Web is a non-partisan, not-for-profit advocacy 
organization whose mission is, inter alia, to promote new public/private 
partnerships to facilitate the expeditious removal of extremist & terrorist 
incitement and instruction content from social media platforms. Visit us at 
coalitionsw.org. CSW uses technology from The Global Intellectual Property 
Enforcement Center (GIPEC). GIPEC Worldwide is a cyber intelligence company 
that uses patented tools to interrogate the deep web and social media. To learn 
more about GIPEC visit www.gipec.com.
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