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OBJECTIVES & METHODOLOGY

Our goals

- Gauge levels of support for Know Your

Business Customer proposals

Our tools

An online survey among 1,000
general population adults, conducted
from March 15t to 7th, 2022

MOE: +/- 3.81

Fielded by YouGov

Note: Due to rounding, some
numbers may not add up to 100.

Information about YouGov

YouGov interviewed 1325 respondents
who were then matched down to a
sample of 1000 to produce the final
dataset. The respondents were
matched to a sampling frame on
gender, age, race, and education. The
frame was constructed by stratified
sampling from the full 2019 American
Community Survey (ACS) 1-year sample
with selection within strata by weighted
sampling with replacements (using the
person weights on the public use file).
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Many Americans report being the victim of online crimes or harms.

Victims of online crimes:

Had my credit card information stolen or compromised IS 33%
Infected with malware you believe came from a website or browser N 24%

Data breach I 22%

Ordered a product that wasn’t delivered and received no refund NN 20%
Scammed out of money by a bogus or fake organization N 15%
Identity theft GGG 13%
Ransomware [ 4%
Other M 2%

None of the above NN 32%

Q18. Have you ever been the victim of the following online crimes, scams or issues? Please select all that apply.
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Eight-in-ten Americans are concerned about criminals using fake IDs to sign
up for online services.

How concerned, if at all, does this make you? Those more likely to be
concerned:
8 4 O/ of Americans are concerned about criminals using
O fake IDs to sign up for online services

4 )

« Those aged 65+(94%)and
45-64(93%)

e Black Americans(90%)

* Mid-income Americans
earning S50k-$100k (90%)

e Women(88%)

- _/

Very serious: 54%
31%
8%
1%

Not sure: 8%

4
06. Cybercriminals often use fake identities when signing up for the online services they need to runillegal websites. How concerned, if at all, does this make you? |
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Americans are most likely to assume criminals hide who they are online to
illegally collect people’s data or ID.

Reasons why criminals would hide their identity online:

[ To violate privacy laws, for example by illegally collecting people’s data or
identity

E— 63% J

Toavoid taxes [N 56%
To avoid law enforcement N 56%
To avoid customer complaints [N 47%
To avoid paying refunds [ 46%
Not sure I 15%

None of the above [ 2%

011. Some online businesses try to hide their identity online. Based on what you know, why do you think they would do that? Please select all that apply.
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A large majority believe tech companies should check and verify the identity
of their customers, but only four in ten think tech companies actually do this.

And how closely should tech companies check and How closely do you think tech companies are checking and
verify the identity of their business customers? verifying the identity of their business customers?

13%
- Total closely:

39%

Total
— closely: 82%

Very closely

Not sure °

08. How closely, if at all, do you think these technology companies check and verify the identity of their business customers?
09. And how closely SHOULD technology companies that provide services to online business websites check and verify the identity of their customers?
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Eight-in-ten Americans support KYBC proposals to ensure tech
companies check and verify their customers’ identities.

Based on what you know, do you support or oppose requiring companies “"KYBC" description:
to check and verify the identity of foreign business websites?

As you may know, proposals have been
8 2 o/o of Americans support KYBC proposals put forward to require companies that
provide tech services to check and verify
the identity of any foreign website they
‘ are selling to. This would only apply

Strongly support: 60% to the companies providing tech services
21% to foreign websites, not to consumers
3% setting up blogs or other personal

1% websites.
Not sure: 14%

010. Based on what you know, do you support or oppose requiring companies that provide tech services to check and verify the identity of foreign business websites?
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Protecting consumers from scammers and thieves is seen as the biggest
benefit of KYBC proposals.

Top two benefits for online activity:

[ It would protect consumers from scammers, hackers, and thieves. [N 54% }

It would give consumers greater confidence about who is behind a website. NG 34%

It would make it harder for cybercriminals to share and profit off illegal
content.

I 33%

It would make it easier for law enforcement agencies to track down
cybercriminals.

I 30%
It would be easier to shut down websites that traffic illegal content. [N 26%
No second choice [l 4%

None of the above [N 9%

013. Suppose companies that provide services to online businesses were required to check and verify the identity of business websites they're selling to. What would be the
TWO biggest benefits for online activity? Please select your top two choices.
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Majority of Americans support KYBC applying to U.S. business customers,
regular ID checks and terminating support for a website if it fails an ID check.

Agree with the following:

Strongly agree Not sure

/A company selling tech services to business websites should have to regularly recheck and

0,
verify ID to stop cybercriminals from doing a bait and switch after the first check. 11%

54%

A company selling tech services should have to also check and verify the identity of any US.
business website they are selling to, not just foreign ones.

i i

53% 11%

A company selling tech services to business websites should terminate its support for a

9 0,
k website if they don’t receive a proper ID. 51% 6 12%

If businesses don’t check and verify the identity of the business websites they’re selling to,

[v)
they need to be held responsible for any harm that comes to website visitors. 13%

48%

Any company that sells tech services to business websites that fails to check and verify their

0,
customers’ identity should face financial penalties. Lo

42%

Requiring companies to check and verify customers' identification when selling tech services
to businesses’ websites will make the Internet safer.

N2

40% 15%

012. Below is a statement about commercial and business websites. As a reminder these are websites run by organizations, businesses or companies, not individual
consumers. How much do you agree or disagree with the following?
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Six-in-ten believe financial institutions show checking and verifying ID is
practical and effective.

Which of the following do you tend to agree with more:

59%

Banks and financial institutions have shown Cybercriminals will quickly
it's practical and effective to check and verify and provide fake IDs to get around
|Ds before giving customers an account. the checks.

10

017. Which of the following do you tend to agree with more, even if neither is exactly right?



