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EXECUTIVE SUMMARY

Since it's inception, Google adopted the motto “Don't be evil.”

In an open letter when the company went public, Google described its “don’t be evil” motto as: “We believe strongly
that in the long term, we will be better served—as shareholders and in all other ways—by a company that does good
things for the world even if we forgo some short term gains.”

Google is a great company with brilliant minds. It has demonstrated a willingness to take on huge challenges and
solve major problems.

That is why it is so disconcerting to see a leading American company allowing one of its most prized platforms,
YouTube, to be exploited by those selling and promoting illegal narcotics, prescription drugs without a valid
prescription, knock-off merchandise, and fake IDs, including driver’s license and passports.

When Google sells ads on YouTube videos promoting things like drugs, prostitution, and forged documents, it
has effectively become advertising partners with bad actors that make the Internet unsafe. That is because when
YouTube users click on those ads, Google’s business model is to split the ad revenue with those video producers.

It's hard to fathom why Google would knowingly run ads tied to videos promoting unsafe and potentially dangerous
activities. While we all know that the price we pay for a free and open Internet will be things we may find objectionable,
we are disappointed when a great company like Google profits from them.

The Digital Citizens Alliance is focused on highlighting the challenges we face with making the Internet a safer place
so we can find solutions. Given how popular YouTube is with teens and pre-teens, this report must be an alert for
parents to closely monitor their children’s usage.

By pointing out how YouTube has become overrun with thousands of potentially dangerous and harmful videos, we
also call on Google to recognize the responsibility to clean it up. That is what a great company does and why the
Digital Citizens Alliance is optimistic that Google can live up to its motto.

DIGITAL CITIZENSHIP

This report was created by the Digital Citizens Alliance, a nonprofit 501(c)(6) organization that is a consumer-oriented
coalition focused on educating the public and policymakers on the threats that consumers face on the Internet and
the importance for Internet stakeholders—individuals, government, and industry—to make the Web a safer place.

While all Digital Citizens hold themselves personally responsible to do all they can to protect themselves and their
families, we are also concerned that technologies, standards, and practices are in place that will help keep all of us
safe as a community. The industry has a critical role to play in ensuring those safeguards are established and updated
as needed to address the continually evolving challenges we face online.

We have much work to do, but we can’t do it effectively without understanding the problems we face. That is
why the Digital Citizens Alliance investigates issues such as those detailed in this report. By sharing our findings
with consumers, we hope all Digital Citizens will engage in discussions about these issues. Our focus with this
report is exposing the dangers so we can then work together to find solutions.
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YOUTUBE AND EVILDOERS: TOO CLOSE FOR COMFORT

In any other era, it's hard to imagine bad actors actually advertising their services. But in 2013, it's commonplace.
lllegal narcotics, prescription drugs without a prescription, knock-off merchandise, fake IDs, including driver’s license
and passports, and a host of other things are now advertised online. To a certain extent, it's the price we pay for a free
and open Internet that gives us access to all sorts of useful information.

But we don't expect one of our greatest Internet companies, Google, and its video subsidiary, YouTube—the favored
venue for teens—to help. The company whose motto is “don’t be evil” is, sadly, hosting evil on its platforms. And
from appearances, Google is profiting from it.

Google’s business model is to split the ad revenue with video producers that post videos to YouTube. Unfortunately,
an increasing number of those videos are promoting activities that are potentially dangerous.

The fact that Google continues to enable these videos on YouTube—and benefit from them—is surprising given
its 2011 settlement with the Department of Justice to settle charges that it knowingly allowed ads for fraudulent
Canadian pharmacies in the United States. That settlement ended an investigation into whether or not Google knew
that the pharmacies weren't requiring prescriptions for drugs such as Oxycontin and Ritalin, but continued to accept
the ads and help them improve their websites.

Our investigation didn’t start with Google. It actually began when Digital Citizens began probing how online
pharmacies provide potentially dangerous prescription drugs to consumers, including teens, without first having to
see a doctor. In the course of that investigation, we realized that many of the online pharmacies turned to YouTube
to promote and market potentially illegal prescription drugs.

We found that these “pharmacies” ran videos that were merely advertisements for these potentially illegal prescription
drugs. Even more alarming was the fact that YouTube not only accepted those videos, but also ran advertisements
with them. That means that when those ads were clicked, YouTube split that ad revenue with those advertising drugs.

As we expanded our investigation, we came to learn that YouTube has advertising relationships that go well beyond
unscrupulous online pharmacies. This report is the product of that investigation.

SO, WHY SHOULD YOU CARE?

YouTube is the third-most popular website in the world and a favorite destination for teens and pre-teens. According
to YouTube, it attracts more than 1 billion unique visitors a month.

Just like a popular TV network, that large number of visitors makes YouTube a popular place to advertise. It works in
two ways.

Video producers create channels on YouTube to display their videos. These producers may pay Google to promote
their videos.

But YouTube also understands that popular videos, just like popular TV shows, are the most likely to be watched and
therefore places advertisements around those videos. So, when you watch a YouTube video, you may see advertising
embedded in it or around it (often on the right-hand side where other videos are listed). Google shares the revenue
it gets paid for those ads with the video producer.

Unfortunately, bad actors and other unscrupulous people have caught on and use YouTube to market or advertise
anything from illicit and illegally acquired prescription drugs, guns, and knock-off merchandise to tutorials on making
bombs, how to forge a passport, and content theft.

This is alarming because it's given bad actors and others a mainstream platform to advertise in a way unprecedented
in history. Can you imagine the Boston Globe or CBS ever allowing advertisements on how to get illegal drugs such
as cocaine? Or the New York Times allowing advertising on how to get a forged passport?

Furthermore, YouTube is not just a mainstream site; it's one of the most popular for teens and pre-teens,
visited by millions daily. So when bad actors are allowed to advertise on YouTube, they are reaching the most
vulnerable and impressionable audience.
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We all accept that the darker elements of the Internet are the price we pay for its openness. But in this case, it's not
about openness. It's not about bad actors leveraging an open platform. It's about Google and YouTube effectively
becoming advertising partners with those bad actors.

That is the troubling outcome of this investigation, and one which we hope that Google and YouTube will recognize
and address.

GOOGLE, YOUTUBE, AND DRUGS

As YouTube became more widely popular, the number of advertisements to purchase drugs increased along with it.
Today, when a YouTube search is conducted for “buy drugs without a prescription,” it returns 38,200 results. When
you dig a little deeper for specific drugs, you get the following:

“buy percocet without a prescription” 531 results
"buy tramadol without a prescription” 924 results
“buy oxycontin without a prescription” 958 results

Note: Search conducted on May 8, 2013

For example, when we searched for “Buy Oxycodene online,” one of the search results was for this video produced
by the BuyMorphContin, which claims on its profile to be based in Canada.

Aann ‘Buy pills Online Without Prescription. Best pharmacy online - YauTube - (Private Browsing)
IO Buy pilis Oniime Without Preseri

&) v YOUTbE.COM Watchv=AcFaypHa3si

buy exycodone onling
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Notice the ads for “Slow Mac?” embedded both in the video and to the right. In both instances, “Slow Mac” is
paying Google to advertise—and those ads are showing up on a video promoting illicit oxycontin.

When we clicked through to the website included in the video, we were directed to Cure-Plus.org. It didn't offer
oxycodene, but it did offer to sell dozens of other prescription drugs, including Zanaflex, which we were able to buy
in less than two minutes simply by supplying a credit card number.

Zanaflex is a muscle relaxer that, according to the FDA, can cause liver damage and hallucination-like symptoms. It
isn't a drug that should be acquired without first seeing a doctor and having it prescribed.

Google’s business model is to share ad revenues with the video producer promoting the services Cure-Plus.org offers in
providing these drugs without a prescription.

There are dozens of other examples on YouTube. When we searched for “buy percocet online,” one of the videos
promised “Your #1 source for all pharmaceutical needs, no prescription required.” Notice the spinal cord ad to the right
of the video.
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When we went to the website listed on the video, it took us to medsxchange.com, which promoted its “Cheap
Percocet 10/325 (We Have New Suppliers — Better Deals!). “ The website is below:

@ Firefox File Edit View History Bookmarks Tools Window Help

anoe

L) & medsxchange.com/Tp=345
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There's also a vibrant market on YouTube for codeine, the prescription painkiller. Below is an ad for a bladder control
therapy running against a video promoting how to buy Phergan with Codeine online:
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But it's not just sketchy “pharmacies” that are on YouTube. lllegal drugs once sold on the streets are for sale on the
Internet these days—and once again, they are typically bringing in ad revenue for Google.

Just doing the search “Buy cocaine online” brings you to two Google ads right under the search term.

\'ﬂl.l buy cocaine online q Uptoad. m
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Multiple video channels have been created on YouTube for “egospiceresearchchem,” which claims to be selling
drugs including vicodine, marijuana, bath salts, heroin, and morphine. Among the videos posted include those that
feature Google ads, such as this:
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All'in all, there are hundreds of YouTube sites that offer drugs in which Google seems to make a profit from
advertising.

GOOGLE, YOUTUBE, AND FORGED DOCUMENTS

There is also a huge market on YouTube for marketing forged documents, including drivers’ licenses and
even passports from all over the world. There are plenty of places to find them and YouTube has lots of
advertisements alongside.

& www.youtisbe.com results?search_guery=how+1o+forge s dotuments&og=how-+to+forge + documentsbgs_l=youtube.3.0.7636.66960.0.67086.35.13.16.6.8 1 c MR- coogle
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A seven-minute video entitled “Fake Passport USA Step by Step” that describes the video as a “step by step
how to fake a passport usa. If you want to buy this file PSD please visit” with a link to a website that offers to
provide templates for drivers licenses and other official documents from around the world.

To the right of the video is a Google ad for “Immigration Appeal Lawyer.”
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Forged documents are often behind a number of online crimes, such as identity theft. But they are also at
the center of numerous crimes taking place offline, everything from underage drinking to illegal immigration
to grand larceny.

[-XaX:] Fake Passports and identity Theft Facilitate - YouTube - (Private

Slow Mac?

Download Mackeeper to Speed up your Mac!

Free Download

Border Beaurity- Canada‘s Front Line
. Bo1ED4
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Forged documents are often behind a number of online crimes, such as identity theft. But they are also at
the center of numerous crimes taking place offline, everything from underage drinking to illegal immigration
to grand larceny.

Moreover, benign advertising juxtaposed with video content portraying illegal or dangerous activity can
serve to diminish the seriousness of the risks involved. That's particularly worrisome with regard to teens.

For example, Korean pop star Psy is very popular with kids, and the ads in the screenshot below promote his
new song—all while explaining how to make a fake ID using Photoshop.
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GOOGLE, YOUTUBE, AND PROSTITUTION

The world’s oldest profession has a foothold on one of the newest social platforms. Type in “find a prostitute”
and AdultSearch.com, a leading online provider of escorts, provides a how-to course. But they also make

money by allowing ads next to their videos, as in the case below of the ad on “Ways to Get a Green Card”
on the right side.

[ MaX=] AdultSearch.com. How to Find An Escort { Prostitute [ Hooker - YouTube - (Private Browsing)

Ways be G4 5 Brases Gard

_ e
&t project HOPFE mesting WVO/2012
“ MEN TODAY Lite of high-priced call girls
— MNMM Esonrt | Prostinuse Soam -
=
E
= E CM WMIMOI\ in Boutheast Asia
AduhSearch.com:
How to Find An Escort / Prostitute / Hooker = o F "
BeginnerEscortGuide 3 e 10,388 e
E) e | — e i
- - s hdie B - M - prostitusiin sn cetemiis
FMI.M‘ m “.r ‘. ml

" Fine (D arov 3 hn- Previous Imlmmul || Mateh case

"g:&-‘)‘,\__/ Q“?‘n

Sometimes, Google is positioned to make money simply from the search itself. In this case, a search of “find
underage prostitute” yields an ad for Target, which no doubt would be unhappy to be linked to that search.

[o—e

digitalcitizens
11 galhance.?&.



ann find underage prostitute - YouTube - (Private Browsing)
'D find underage prostitute - You.

[ Target® Official Channel
A seons by Target - 12875 subscribars - 457 videos
Crmea St s Wirw Baauty Tips
[ samina & Sty Viceos From Tha Expents!
[ woves RARTSE
aw~ S your ad horm »
[ veva Senator Menendez accused of soliciting underage prost
FAmarica = 3 months ago = 3,183 views
B soom Bemtral - 1 i

Do from Naw Jarsay Rogan Manandes

CHANNELS FOR YOU L
Y omcisipsy
i el UNDERAGE
B o Underaga s sooumary sbo e o Trdans
- EE Tha film ims ot @XpCsing th Foien problem Abc! ...
i e o
B smesn
@ romsoyGeman Underage Prostitution In Vegas
B oo by CBS - 3 years ago + 31,353 views

Kincwn 58 tha ity of 8in, LBS Vegas now SN08 B3 B Ml apicantse for

] merinotcos undernge prostitution. As Katis Counc mpors, many

[E] trowss chasnois

Bl Sex Tourism in Costa Rica

by Micols DiAntonle - B moniha ago - 17,028 views

For ganoraticons, Coath Rics hus bean & popular s for ihcaa rat only
vaghiighs all | [ ] March case

GOOGLE, YOUTUBE, COUNTERFEITS, AND CONTENT THEFT

Google has made great strides in trying to block copyrighted material on YouTube and it deserves credit for doing
so. That is why it's so discouraging to see their willingness to make money off of ads associated with Google
searches and YouTube videos that promote counterfeit products or demonstrate how to engage in content theft.

Take a look at this YouTube video promoting counterfeit Abercrombie and Fitch goods. Notice the ad on

the right-hand side for weight loss. With that ad, YouTube is essentially sharing revenue with a counterfeiter.
© 0 i F 4 Eem FizTM G

Where can i buy cheap knockoff t shirts jackets hoodies jeans? - YouTube - (Private Browsing)
D) Where can | buy cheap knockoff...

bancocusack@gmal.com n -

GUIDE NEW
MORE RESULTS NEW
FEATURED
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ey m = il W How to Draw Hoodies (3 Ways)
brdgoods « 13 videos \ B0 views  marhriiey
o B 2,145 vig
E Subseribe 3 ’ R
wus About Share Frere .Iul ~ 2 — ;]nnl Die Dateless Dummy - SUCCESS]
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Google seems to do the same thing with its sponsored links attached to a search for “buy knock off purses”:

buy knack off purses - Coogle Search — (Private Browsing)

buy knock off purses - Goog

@ hetps: e GOOGIE.COM webhp7hl = endtati mu safe = offShi= enkselient = psy-ablg = buy-+ knoek +

Search
Google  buyknack off purses

Web Images Mags Shopping Mare Search ools

00 results (0,46

seconds)

Designer Knock Off Handbags Starting at $7.00 - Yahoo! Vioices ...
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Jul 30, 2006 - Whers To Buy Designer Handbag Knack Offs.

/ has @ huga selaction of knock off handbags that

range fram ...

Councilwoman wanis to make it a crime to buy knockoff handbags i..
‘www. foxnews. com/. icouncilwoman-wants-io-make-it-crime-to-buy-kn... =

Apr 7, 2013 - Councitwaman Margaret Chin wanits ko maka & a crime to buy sham
Chanals, pirated Pradas and other countarfeit handbags in Chinatown.

Law Against Buying Fake Hand Gets Ancther Push : Gothamist
gothamist.com/2013/04/07/law_against_buying_fake_handbags_ge.php ~

Apr T, 2013 - Following their recent closeup in the New York Times Magazine,
‘Councilmember Margarat Chin is again pushing for a law against buying ...
cheap fake bags

www.fakebags.net!

A description for this result is not available because of this site's robots.txt — learm more.

By ki hand 7 - Ni rk N NY'

yi2 ying
Naw York City Councitwaman Margaret Chin wants to make it a erime fo buy counterfoit
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Easy Retums, Froo Shipping,

Subscribe  Privacy

Designer Bags On Sale
wiww.ruelala com/bags

[t

Notice how in the instance below, Google acknowledges it may be compensated by those promoting knock-

off watches:

buy knack off watch - Google Search - (Private Browsing)

-abdg = buy+k

k+off+watchbgs_I=serp.3..0j0i 77~ & WIE~ Google

Web Images Mags Shopping Videos More ~ Search lools

LUXURY REPLICA WATCHES - HIGH END KNOCK OFF ...
www.planetreplicas.col =

It won't matter whether you buy Japaness or High-and Luxury Replica watch fentured
an Original swiss movemant replica watches, H won't matter if you .

Replica Watches, Fake Watches For Sale

www.watchesmight.ong! =

Choose replica watches on watchesmight.org and save your money for ... and catal
of fake watches produced in China and for the purchass of ratallors.

$49 Replica Rolex Watches, Rolex Replica Watches, Fake Rolex fo...

www.coskwatch.net/ =
Ralox Watches for Sale, Shop for unused, pre-cwned Rolax watches. ... Its not only a
great irvestment to purchase a replica watch but can give you peace of ...

Amazon.com: Customer Discussions: a bought a replica wate. ..
www.amazon,com/Torum/watches/ Tx204880HKRUDGD?_encoding... =

There is no such thing as a good replica. Thare are just kicky peopée who got one that
warkad untl it nesded servicing, . The bast way you would have any ...

Rolex Replica - Knockoff Watches Buy Fake Rolex Midsize Free ...
knockoff-watches wabs com/ =

Broiting Classic 16096, $96.00. Tag Hever Monza 20021, §79.00. Replica Watches for
sale. Carrora 20007, Prica: $52.00, Grand Carrera 20003, Price: $98.00 ..

Javascriptvoidio)
® Fing: (O oy

) Wext | Previous | () toghight al | ] Match case

Shop for buy knock off watch on Google Sponsared ©

Based an your search query, wa think you ane irying to find a
product. Clicking in thés box will show you results from providers.
whe can fulfill your request. Google may be compensated by
soma of these providers.
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paciic watch..,  Ana. War., Eake T..
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Google also seems to stand to profit by sharing ads with those who want to show others how to engage in
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content theft. The example below shows an ad for Fred's Furniture attached to a video on “How to pirate
songs (get free music) on mac”:

oe :
IO How to pirate songs iget free m...

@ www youtube.coen watch?y=1_YBSLSAmdU

Youl B how to pirate music a Uplosd  * vancoasscsggmatcom [T ~

I = Grow your business with video
Googhe AdWords for video  [EEEEE

How to: Get Free Coins in Jetpack
do

GUIDE NEW

MORE I(I SULTS IIEN
e
Youl 3

144,811 FEATURED

m mwiw-dmhFunk
FRED'S FURNITURE m;;f?.:“”*mm

! How to gat ScreanFlow for froe on Mac

Advortisament 018

How to Hack Firefox Add-ons -
mﬁ I.IU‘EEM”

How to pirate songs (get free music) on mac

mohamed amn - 20 vdeos 243 views
'L
I Abost Share Add o =) i ~
Publishod on May 5, 2012 orraw
; o~ Audioslave - Yestorday To Tom [
Youtuba to mpd convertar: youtube-mpd.ong - m.,. L\mn] (Full HD 1080p] H

e 1) .’_G. ® u:__-_.__j:u_?\_:g!j@_n "

And, ironically, Google runs its own ad—on how to make money—for the same video!

ano [ songs (get free music) on mac - YouTube -
B Vow to pirate songs iget free m..

o e youtisbes.com /watchPem 9 _YESLSAmdL

Grow your business with video
Google AdWords for video

MORE RESULTS MEW

How to: Gt Fres Coina in Jutpack
Joride

FEATURED

- Mumm by Frank

Google Adwords for video
powered by Yl

How to Haek Firsfax Add-ons -
MacMod:LIVE Episods 53

How to pirate songs (get free music) on mac

m o-«mh«‘l’ma-skbwwr?
mohamed smn - 20 vdeos

’ mengﬂmmmmu
Bg... .

L] == New Apple Mac OSX Lion
R e anars A 10 - v m S S

Published on May 8, 2012
Youituibe b mp3 convenr. youlibe-mpd.ong

Audioslave - Yesterday To Tomog
[With Lyrics] [Full HD 10805]

DRUGS AND GOOGLE ADS: A CASE STUDY

To understand how the economics of YouTube ads work, the Digital Citizens Alliance created its own YouTube
account, created a fake drug video entitled, “Get Cocaine and Marijuana without a RX.” The basic video lists
a domain (that we made up) offering to sell prescription drugs. We posted the video and gave permission
to YouTube to monetize it. By monetizing it, we allowed YouTube to place ads next to the video—with the
understanding that we’d split the ad revenue with YouTube.
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Within three days, our video had multiple ads running alongside it and even embedded within it:

@ Firefox File Edit View History Bookmarks Tools Window Help e 93 3T H Ee ThulldsAMeQuy

ano _ Get COCAINE AND MARIUANA withaut a RX - YouTube - {Private Browsing)
I- Get COCAINE AND MARIJUANA ..

Al ) & www.youtube.com watchTvsPiyRLs SPARE c MR- coogle Q

YIJI.I Q Uplosd ™ Donnie Brasca 0 .-

WHITE HOU
GUDE

MORE FROM HEW
Donrie Brasco

1 eurm lumm Autotune Remix
[1:27]

s 7 S om @ sy | § NEW CARI What's In My BAGI Hotel
Tour! #FiestaMovement
Get COCAINE AND MARIJUANA without a RX iy
g Donnie Brasco « ¢ video i
Draw My Life| Bathany Mota
L]

As you can see, in this instance YouTube placed two ads with the video advertising cocaine and marijuana. The
first ad, which ran before the video would start, was for a new Sony movie titled “White House Down.” The
second ad, to the right, is for Tough Mudder, an endurance race held in multiple locations around the country.

We then decided to “report ourself” to Google. We alerted them of the ad, and it was taken down. Google
deserves credit for doing so, but it begs the question why Google—with its sophisticated technology—
couldn’t have spotted the offending video in the first place.

MAKING THE INTERNET A SAFER PLACE

As a society, we know the Internet offers the potential for great good. It eliminates time and distance,
enabling people all over the globe to connect. And that openness we accept comes at a cost. We accept the
fact it will be used by terrorists, criminals, and other bad actors to advance their ends.

But as one of the most visited websites in the world, YouTube has an important place in our society and an
obligation to the online community it serves. That is why Google and YouTube must take more responsibility
for what is appearing on their platforms.

It is critical they are proactive in this regard; this is not the time or place for government to intervene. But
we, the Digital Citizens, can hold them accountable. Therefore, Digital Citizens calls on Google to take the
following steps:

* Google and YouTube should not benefit financially from videos that promote potentially illegal or
unscrupulous actions. Unless they act to stop these videos, Google and YouTube will remain as advertising
partners with these bad actors. By allowing ads and sharing in their revenue, Google and YouTube are
encouraging the creation of videos related to drug dealing, prostitution, ID forgery, content theft, and
counterfeiting. Instead of just waiting for users to complain, Google should use their vaunted analytics
systems to identify and eliminate objectionable YouTube videos.

® Google seems to have drawn a line that says that porn and vulgarity are objectionable and won't be
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facilitated, butillegal narcotics and prescription drugs are fair game. Google should adopt the same standards
on these potentially dangerous activities that it does for pornography and vulgarity. For example, Google
should stop autocompleting phrases such as “buy oxycodone online” and “how to build a shrapnel bomb.”

e Internet users deserve a more clear understanding of what Google is willing to allow. If Google is going to
continue to potentially profit from ads on objectionable videos on YouTube, it should clearly state the criteria.

Google has proven time and time again that it has brilliant minds who can accomplish great things. We hope
that they reaffirm their commitment to “don’t be evil” and put Internet safety above profits. In doing so they
would make the Internet a safer place.
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